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(54) TlUe: VERSION-PROGRAMMABLE CIRCUIT MODULE 

(57) Abstract: A circuit module 
contains a sub-circuit that is capable 
of providing a level of performance 
dependent on the version number that 
is stored in a version number memory. 
The version number is passed to the 
sub-circuit from a write-protected 
memory to the version memory in 
the multiplex mode with normal 
operating signals for the sub-circuit 
In one embodiment various conunands 
for the circuit module are received 
from outside the circuit module and 
distributed in the circuit module via 
a communication bus. A watchdog 
monitors received conunands for 
an update command that conunands 
updating of the version number in the 
version number memory and if so it 
passes said update command to the 
communication bus, replacing a version number in the update command by a version number from the write-protected memory. In 
another embodiment the version number is passed to the sub-circuit in time-slot multiplexing with the signals that are processed, 
for example in a blanking period of a video signal that is being processed. 
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The invention relates to a ciicuit module, to an integrated circuit for use in 
such a circuit module and to a method of controlling the version number of such a circuit 
module. 

For various reasons it is often desirable to offer different versions of a basic 
5 circuit type for sale. Difif^ent versions may provide, for example, increasingly highCT 
performance or may be dedicated to different types of applications. For example, the 
operating speeds or memory sizes of different versions of the basic circuit may differ, or 
certain functions such as floating point processing may be offered in one type and not the 
other. Offering such different versions makes it possible to adapt the price of the circuit 
10 dependent on the performance desired by the customer. 

For manufacturing reasons and reasons of logistics, however, it is desirable 
tiiat as small a number of different hardware configurations is manufactured, preferably only 
one versioiL To conciliate this requirement with the desire to offer different versions with 
different c^abilities, the use of internal version numbers has been introduced. The basic 
15 circuit is manufectured in a configuration tiiat is capable, in principle, of providing the 

maximum possible performance that can be offered by any version. The basic circuit contains 
a version number memory. Prior to delivery to the customer, a version number is written into 
the version number memory to set the capabiUties of the circuit. During operation the circuit 
consults this version number memory. Dependent on the value of the version number in the 
20 version number memory the circuit uses or does not fully use the hardware available in the 
circuit. Thus, different versions of the basic circuit are supported by the same hardware. 

To prevent abuse, it must be prevented that the version number in the version 
number memory can be overwritten by unauthorized persons after manufacture. This may be 
realized by using the version number memory as a write-protected memory, such as a PROM 
25 (Programmable Read Only Memory) or, more generally, an OTP (One Time Prograimnable) 
memory, which are known per se. 

The need to provide a write-protected memory, however, causes additional 
costs to arise. These costs can be kept m check when the basic circuit is manufactured in 
large quantities, always with the OTP version number memory, as in tiie case of generically 
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applicable circuits such as microprocessors. In any case these costs are unavoidable when the 
circuit constitutes a single integrated circuit Nevertheless it is desirable to reduce the 
oveihead costs. 

It is inter alia an object of the invention to reduce the amount of write- 
protected memory for version number memory. 

The invention provides a circuit module according to Claim 1. According to 
the invention the version number is copied from a write-protected memory to the version 
number memory. Thus, a single write-protected mraiory suffices to give a protected version 
nmnber to different circuit parts. This is particularly useful when the circuit is made from a 
combination of integrated circuits, such as in the case of an MCM (Multi Component 
Module), because in this case a single integrated circuit with a write-protected memory 
sufl&ces. The other integrated circuits need not contain write-protected memory to support 
different version numbers. As understood herein the words "version number" refer to any 
data word that specifies the enabled capabilities of the circuit; it is not necessary that each 
possible value of such a data word specifies a possible set of enabled cs^abilities. 

Dedicated coimections may be used to pass the version numb^, but 
preferably, the version numbers are copied to the version number memory via a 
communication bus tiiat may also be used to pass signals or commands other than commands 
for updating the version number through the circuit Thus, no additional wiring is needed to 
support the version numbers. However, when other commands can be passed via the 
connection there is a risk that unauthorized persons may generate a command on the 
commimication bus to change the version number in the version number memory. To prevent 
this, a watchdog circuit is added that monitors the commands. When the watchdog circuit 
detects a command to update the version number, the watchdog circuit passes this command 
to the conununication bus, but in the command the watchdog circuit replaces the value that is 
to be stored by the version number from the write-protected memory. Thus, at the same time 
a general-purpose conmiunication bus can be used to put the version number in the version 
number memory and writing of unauthorized version numbers is prevented. 

On start-up of the circuit module a conamand to write any version number to 
the version numb^ memory may be supplied to initialize the version number memory. The 
correct version number will automatically be substituted by the watchdog circuit 

Preferably, the integrated circuits that contain the version number memory are 
provided with an initializing circuit that initializes the version number on power up to a 
standard (low performance) version number value, independent of the actual version number 
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that has to be used. Thus, a command to update the version number is required to increase 
performance, automatically causing the version number from write protected memory to be 
copied to the version number memory. At the same time the integrated circuit that contains 
the version number memory can be manufactured in generic form, without write protected 
memory for use in all versions of the basic circuit. 

In another embodiment version numbers are copied to the version number 
memory via signal connections that are normally used to pass signals through the circuit, for 
example during a time slot in which no signal needs to be passed. In a video image signal 
processing circuit for example, a connection for passing video data may be used during the 
vertical blankmg interval. The signal processing circuit copies the version number from these 
signal lines at a predetermined time during this interval. Preferably, the circuit is set to its 
ftdly enabled version if no signal is received, thus the circuit will have its frill capability 
when used in circuits without version control. 

Bits of the version number may be transmitted in parallel or in series, in the 
latter case another signal line may be used to clock transfer of the bits of the version number. 

These and other objects and other advantageous aspects of the circuit module 
according to the invention will be described in more detail using the following Figures. 
Fig. 1 shows an MCM module. 
Fig. 2 shows a ftirfher MCM module 

Fig. 1 shows an MCM module with a package 10. The MCM module 
comprises a processor integrated circuit 12, one or more signal processing integrated circuits 
14, 15 and a communication bus structure 16 (such as an I2C bus, which comprises two 
conductors, a clock conductor SCL and a data conductor SDA, which are connected to all 
circuits). Processor integrated circuit 12 and the signal processing integrated circuits 14, 15 
are coupled by commtmication bus structure 16. The MCM module has an extraial bus 
interfece 18, which is accessible from outside package 10. In general the MCM module may 
have other terminals outside package 10 connected to the integrated circuits 12, 14, 15 inside 
flie package, for passing signals that have to be processed and/or results of processing, but 
fliese have been omitted from the Figure for the sake of clarity. Communication bus structure 
16 and preferably also integrated circuits 12, 14, 15 are not accessible from outside package 
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10 other than through the tenninals of package la. In particular, communication bus structure 
16 is accessible only from extanal bus interfiace 18 via a watchdog circuit 124 in processor 

integrated circuit 12. 

Processor integrated circuit 12 comprises a CPU 120, a non-volatile wiite- 
protected memory 122, a watchdog circuit 124 and a register 126. An internal bus 128 
couples CPU 120 and watchdog circuit 124. Internal bus 128 is coupled to external bus 
interface 18. CPU 120 is coupled to write-protected memory 122. Watchdog circuit 124 is 
coupled to register 126 and to communication bus structure 16. 

Signal processing integrated circuit 14 comprises a version number memory 
140, a functional circuit 142 and a bus interface 144. Bus interface 144 is coupled between 
version number memory 140, coimnunication bus structure 16 and (optionally) functional 
circuit 142. Functional circuit 142 is coupled to version number mranory 140. Signal 
processing integrated circuit 15 is also co\Q)led to communication bus structure 16 and may 
have a similar structure to signal processing integrated circuit 14. 

In operation CPU 120 and functional circuit 142 perform various processing 
functions. The invention is not limited to any particular type of processing function. 
However, the nature of the processing function and/or the way in which the processing 
function is executed may depend on information that is stored in version number memory. 
For example, functional circuit 142 may keep cCTtain of its circuits deactivated when the 
version number in version number memory 140 does not have a predetermined value. In 
another example, functional circuit 142 may set a clock frequency generated by functional 
circuit 142 to a maximum possible value only if a predetermined version number is present in 

version number memory 140. 

Various types of commands may be passed between the integrated circuit 12, 
14, 15 via bus communication structure 16. The instruction set of all possible commands that 
can be passed by communication bus structure 16 contains an update command for setting the 
value of the version number in version number memory 140. Bus interface 144 receives the 
commands from communication bus structure 16. When bus interface 144 detects an update 
command, it reads a new version number value from the update command and writes that 
version number value into version number memory 140. 

Watchdog circuit 124 serves to pass commands from internal bus 128 (and 
thereby form external bus interfece 18) to communication bus structure. Optionally, 
commands are also passed back from cormnunication bus structure 16 to internal bus 128 
(and external bus interface 18). Watchdog circuit 124 monitors the commands from internal 
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bus 128 to detect iqxiate commands for updatingiihe content of version number memory 140, 
for example by detecting write commands that contain an address of version number memory 
140, or dedicated version number update commands. If a command from internal bus 128 is 
not an update command watchdog circuit 124 generaUy passes the command unaltered to 
5 communication bus structure 16. When watchdog interface 124 detects an update command 
from internal bus 128, watchdog circuit 124 outputs the command on communication bus 
structure 16, but with a substituted version number value, that corresponds to a version 
number read from write-protected memory 122. Thus, update commands from external bus 
interface 1 8 can only cause the version number from write-protected memory 122 to be 
10 written into version number memory 140. 

Preferably, watchdog circuit 124 copies the version number from write- 
protected memory to register 126. Subsequently, watchdog circuit 124 substitutes the value 
from that register into update commands that it passes to communication bus structure 16. 
Thus, delays involved with readmg write-protected memory 122 are avoided. 
1 5 Write protected memory 122 may be of any type, such as a fuse or laser blown 

PROM etc. CPU 120 may use the version numba: in write-protected memory 122 to control 
performance as well. Preferably, CPU 120 is arranged to execute a hardwired boot program 
on start up (e.g. on reset or power up) to set the content of register 126 to the version number 
. from write protected memory 122. Also, integrated circuit 14 preferably contains an 
20 initialization circuit that initializes the content of version number memory 140 on start-up to 
a standard value, which allows no more than a minimum of performance of functional circuit 
142. The boot program of CPU, may contain an mstruction to send a version number update 
instruction to communication bus structure 16. Any version number maybe mcluded in this 
mstruction, since watchdog circuit 124 will substitute the version number from write- 
25 protected memory 122 in any case. Preferably CPU is programmed to send version number 
update commands periodically to correct any errors of the version number m version number 
memory 140. 

Thus, the MCM module supports different version numbers, which leads to 
different performance using a writ&-protected memory 122 in only one integrated circuit 12. 
30 The version numbers are distributed to one or more other integrated circuits 14, 15 via a 

general purpose communication bus structure that remains available for passing all kinds of 
commands, mcluding commands from outside the MCM package 12. 

It will be appreciated that the invention is not limited to the embodiment 
shown. For example, watchdog cirxaiit 124 maybe included in the module outside the 
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integrated circuit 12 that contains the write-protected memory. However, a watchdog curcuit 
124 in ttiis integrated circuit 12 is preferred since it maximizes protection against tampering 
and minimizes complexity. Similarly, version number memory 140 need not be in the same 
integrated circuit 14 as functional circuit 142 that adjusts its performance according to the 
5 version number in version number memory 140. However, in order to simplify the circuit it is 
preferred to include version number memory 140 and functional circuit 142 in the same 
integrated circuit 14. Any number of version number memories 140 maybe used. Also, 
although only a single write-protected memory is needed for the version number, any number 
of the integrated circuits in the module may of course contain such a memory thanselves. 
10 Furthermore, although the invention has been illustrated for an MCM module, because the 
invention is particularly advantageous for such a circuit, which is often produced at a 
relatively smaUer scale than integrated circuits, it wiQ be understood that the invention can be 
^lied to any type of circuit, including a single integrated circuit. 

Fig. 2 shows a further MCM module with a package 10. The MCM module 
15 comprises processor integrated circuit 24, one or more signal processing integrated circuits 
26 (only one shown) and signal communication link 20. Processor integrated circuit 24 and 
the signal processing integrated drcuit 26 are coupled by communication link 20. In general 
the MCM module may also have various terminals outside package 10 connected to the 
integrated circuits 24, 26 inside the package, for passing signals that have to be processed 
20 and/or results of processing, but these have been omitted fiom the Figure for the sake of 
clarity. Communication link 20 and preferably also integrated circuits 24 are not directly 
accessible from outside package 10. 

Processor integrated circuit 24 comprises a processing unit 240, a non-volatile 
write-protected memory 242, a version number transmitter 244, a multiplexing circuit 246. 
25 Write-protected memory 242 is coupled to processing unit 240 and to version number 
transmitter. Processing unit 240 and version number transmitter 244 are coupled to 
multiplexing circuit 244 which is coupled to communication link 20. 

Signal processing integrated circuit 26 comprises a version number memory 
140, a functional circuit 142, a demultiplexer 260 and a control circuit 262. Communication 
30 link 20 is coiq)led to functional circuit 142, conti»l circuit 262 and to an input of 

demultiplexer 260. Demultiplexer 260 has an output coiq>led to version number memory 140. 
Functional circuit 142 has an input coupled to version number memory 140. 

In operation, signals such as video signals are exchanged between processing 
unit 240 and functional circuit 142. Processing unit 240 and fonctional circuit 142 process 
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these signals. Their perfonnance (e.g. whether certain processing functions are supported) 
depends on the version number in write-protected memory 242 and version number memory 
140. Version number transmitter 244 transmits a version number copied from write-protected 
memory 242 (or computed from the contrat of tiie write-protected memory) to signal 

5 processing integrated circuit 24 via communication link 20 in predetermined time-slots 
relative to other time slots that are used for normal signals. In case of a video for example, 
the version number may be transmitted during blanking periods, such as the vertical and/or 
horizontal blanking periods. Multiplexing circuit 246 transfers this signal to communication 
link 20 in this time slot. Control circviit 262 detects such a time slot, and instructs 

10 demultiplexer 260 to copy the version number that is received in the time slot to version 

number memory 140. 

When communication link 20 is a parallel link with a number of different 
signal lines, bits of the version number may be transmitted in parallel. On or more of the 
signal lines may be used for passing a clock signal that clocks the version number. In this 
15 case version number transmitter 244 transmits this clock signal as well and demultiplexer 260 
extracts the version number using the clock signal. 

In a first embodiment, the performance level of signal processing integrated 
circuit 26 is set to a maximum perfonnance in liie absence of signals on communication link 
20. Thus, when signal processing integrated circuit 26 is used in a circuit without version 
20 control it will assume its maximum performance without requiring fiirther measures. 

Although the embodiment of Fig. 2 has been described in terms of time-slot 
multiplexing, it will be understood that other forms of multiplexing may be used. For 
example, the version number may be multiplexed as a watermark in signals such as video 
information or use frequency or othra: code domain multiple access multiplexing. 
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CLAIMS: 



1 . A circxiit module comprising a first and second sub-circuit and a 

communication link coupled between the first and the second sub-circuit, the sub-circuits 
being arranged to communicate signals via the communication link during operation; 

the sub-circuit conq>rising a version number memory for storing a version 
number, the sub-circuit providing a performance dependent on the version number that is 
stored in the version number memory; 

the second sub-circuit conqprising a write-protected memory and a version 
number control circuit arranged to send update values for the version number memory firom 
the write-protected memory via the communication connection. 

2. A circuit module according to Claim 1 wherein the circuit module is a multi- 
component module, comprising a package that contains the first sub-circuit in a first 
integrated circuit and the second sub-circuit in a second integrated circuit 

3. A circuit module according to Claim 1 wherein the control circuit is arranged 
to send the update values multiplexed with normal operating signals that are communicated 
between the first and the second sub-circuit 

4. A circuit module according to Claim 3 wherein the communication connection 
is a communication bus coupled to the sub-circuits, the first sub-circuit being arranged to 
support execution of commands received via the communication bus, including an update 
command for updating the version number in the version number memory, the circuit module 
comprising: 

an external bus input; 

the version number control circuit being a watchdog circuit coupled between 
the extemal bus input and the communication bus, the watchdog circuit being arranged to 
pass commands fi:om the extemal bus input to the communication bus conditionally, the 
watehdog circuit detecting whether the update command to update the version number is 
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received and if so to pass said update command, xeplacing a version number in the update 
command by a version number from the write protected memory. 

5. A circuit module according to Claim 4, comprising a processor integrated 

5 circuit containing a CPU and the write-protected memory, the first sub-ciicuit being a signal 
processing unit distinct from the processor integrated drcuit, the CPU being arranged to 
provide a performance dependent on the version number that is stored in the write-protected 
memory. 

10 6. A circuit module according to Claim 5, wherein the watchdog circuit 

comprises a register, the circuit module being arranged to write a copy of the version number 
from the write-protected memory in the register on power up, the watchdog circuit replacing 
tiie version number in the command by the version number from the register. 



15 7 A circuit module according to Claim 2, wherein the first sub-circuit is a signal 

processing circuit having an input and/or output for receiving and/or transmitting input 
signals to be processed or results of signal processing, the performance determining a 
processing capacity for processing said signals and/or producing said results, liie input and/or 
output comprising the communication link over which the version number is communicated 

20 multiplexed with said input signals and/or results. 

8. A circuit module according to Claim 7, whereni the first sub-circuit comprises 
a control circuit arranged to detect a predetermined time-slot in a predetOTnined format of the 
input signal or result and to cause data from the input and/or output that is received' during 

25 said time slot to be copied to the version memory. 

9. A circuit module according to Claim 7, wherein input signal or result is a 
video signal, the time slot being a blanking period in said video signal. 

30 10. A processor integrated circuit comprising: 

a write-protected memory; 

operating circuits arranged to provide a performance dependent on a version 
number that is stored in the write-protected memorjr, 
an external bus input; 
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a commuiiication bus output; 

a watchdog circuit coupled between the external bus input and the 
communication bus output, the watchdog circuit being arranged to pass commands from the 
external bus input to the communication bus output conditionally, the watchdog circuit 
detecting whether an update command to vpdate the version number is received and if so to 
pass said update command, replacmg a version number in the update command by a version 
number from the write-protected memory. 

11. A signal processing circuit comprising: 

a version number memory for storing a version number; 

operating circuits arranged to provide a signal processing with a performance 
dependent on a version number that is stored in the write-protected memory; 

an input and/or output for receiving and/or transmitting input signal to be 
processed or results of signal processing by said oporating circuits; 

a control circuit arranged to detect multiplexed data in a predetermined format 
of the input signal or result and to cause data from the input and/or output that is received 
during said time slot to be c(^ied to the version memory. 

12. A method of controlling qperation of a circuit module, the method comprising 
providing a performance level of a first sub-circuit dependent on the version 

number that is stored in a version number memory; 

passing a version number from a write-protected memory from a second sub- 
circuit of the circuit module to the version memory multiplexed with normal operating 
signals for the first sub-circuit, 

13. A method of controlling operation of a circuit module according to Claim 12, 

the method conaprising: 

receiving commands for the circuit module and distributing the commands to 

the first sub-circuit via a communication bus; 

monitoring received commands for an update command that commands 
updating of the version number in the version number memory and if so to pass said update 
command to tiie communication bus, replacing a version number in tiie update command by a 
v^ion number from the write-protected memory. 
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14. A method of controlling operation of a circuit module according to Claim 12, 
the method comprising time-slot multiplexing the version number with the input signal to be 
processed or results of signed processing by said first sub-circuit. 

15. A method of controlling operation of a circuit module according to Claim 14, 
detectmg a predetermined time-slot in a predetermined format of the input signal or result 
and copying data firom the input and/or output that is received during said time slot to the 
version memory. 
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(54) TiUe: VERSION-PROGRAMMABLE CIRCUIT MODULE 

(57) Abstract: A circuit module 
contains a sub-circuit that is capable 
of providing a level of performance 
dependent on the version number 
that is stored in a version number 
memory. The version number is 
passed to the sub-circuit from a 
write-protected memory to the 
version memory in the multiplex 
mode with normal operating 
signals for the sub-circuit. In one 
embodiment various commands 
for the circuit module are received 
from outside the circuit module and 
distributed in the circuit module via 
a communication bus. A watchdog 
monitors received commands for 
an update command that conmiands 
updating of the version number in 
the version number memory and 
if so it passes said update command to the communication bus, replacing a version number in the update command by a version 
number from the write-prxjtected memory. In another embodiment the version number is passed to the sub-circuit in time-slot 
multiplexing with the signals that are processed, for example in a blanking period of a video signal that is being processed. 
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